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DETAILED ACTION 

1 . Claims 1-14 are pending and have been examined. This Office Action is directed 
towards to Applicant's response filed January 8, 2008. 



Response to Arguments 

2. Applicant's arguments filed January 8, 2008 have been fully considered but they 
are not persuasive. 

The Applicant argues in traverse of the rejections of the claims under 35 USC 
Sec. 102(e) as anticipated by Matsuzaki. The Applicant asserts that Matsuzaki fails to 
teach the features of individual key update information corresponding to said specific 
number of subscriber terminals and used to perform a part of decryption of a second 
group key, said second group key being updated after a group key is updated. 
However, the Examiner maintains that these steps are indeed taught at col. 13 line 52 
through col. 15 line 45, particularly in col. 15 where common data M2 is shared and 
decrypted by common data M1 which is dependent on the specific number of terminals 
and which reads on a group key update. 



Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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4. Claims 1-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over by 
Matsuzaki et al (US 6,81 3,357 B1 ). 

Regarding claim 1, Matsuzaki discloses a cryptographic communication system 
comprising: a key distribution server for distributing a key used to decrypt encrypted 
information (col. 11, lines 35-47; col. 12, lines45-67; col. 13, lines 1-10); and a specific 
number of subscriber terminals .using said information (col. 11, lines 35-47; col. 12, 
lines 45-47), wherein said key distribution server distributes: an encrypted first group 
key used to decrypt said information (col. 13, lines 30-50); individual decryption 
information corresponding to said specific number of subscriber terminals and used to 
perform decryption of said first group key (col. 14, lines 1-49); and individual key update 
information corresponding to said specific number of subscriber terminals and used to 
perform a part of decryption of a second group key, said second group key being 
updated after a group key is updated, and wherein said specific number of subscriber 
terminals decrypt said first group key distributed from said key distribution server by use 
of results obtained by. processing operations performed based on said key update 
information previously obtained and used to decrypt said first group key, as well as by 
use of said decryption information distributed from said key distribution server (col. 15, 
lines 1-44). 



Application/Control Number: 1 0/51 1 ,466 Page 4 

Art Unit: 2137 

Regarding claim 2, Matsuzaki discloses the cryptographic communication system 
according to claim 1 , wherein said specific number of subscriber terminals implement a 
part of decryption of said group key, said decryption being performed using said 
individual key update information, before distribution of said group key (col. 38, lines 1- 
67; coil 39, lines 1-21). 

Regarding claim 3, Matsuzaki discloses the cryptographic communication system 
according to claim 1 , wherein said key distribution server distributes to said specific 
number of subscriber terminals key update information, used to decrypt said first group 

key,, together with a third group key, said third group key being in a state before said 
third group key gets updated to said first group key (col. 31, lines 10-67; col. 32, lines 1- 
67). 

Regarding claim 4, Matsuzaki discloses the cryptographic communication system 
according to claim 1 , wherein in the event where said key distribution server updates 
said group key, said key distribution server determines which subscriber terminals 
among said specific number of subscriber terminals are to be excluded and distributes 
to said specific number of subscriber terminals, together with said group key being 
updated, said decryption information used by remaining subscriber terminals other than 
said subscriber terminals to be excluded to make said remaining subscriber terminals 
able to decrypt said group key being updated (col. 31, lines 10-67; col. 32, lines 1-67). 
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Regarding claim 5, Matsuzaki discloses a key distribution server for distributing a 
key used to decrypt encrypted information, comprising: means for generating a first 
group key used to decrypt said information and encrypting said first group key (col. 32, 
lines 53:62); means for generating individual decryption information used to perform 
decryption of said first group key and corresponding to subscriber terminals (col. 32-, 
lines 63-62; col. 33, lines 1-57); means for generating individual key update information 
used to perform a part of decryption of a second group key, said second key being 
updated after a group key is updated, and corresponding to said subscriber terminals 
(col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19); and means for distributing 
said first group key, said decryption information and said key update information to said 
subscriber terminals (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1.-19). 

Regarding claim 6, Matsuzaki discloses the key distribution server according to 
claim 5, wherein said means for generating said decryption information determines 
which terminals among said subscriber terminals are to be excluded and generates said 
decryption information used by remaining subscriber terminals other than said 
subscriber terminals to be excluded in order to make said remaining subscriber 
terminals able to decrypt said group key (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, 
lines 1-19). 
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Regarding claim 7, Matsuzaki discloses a terminal device comprising: means for 
retrieving from a specific key distribution server a group key encrypted to decrypt 
encrypted information and decryption information used to decrypt said group key; 
means for performing a part of decryption of said group key before distribution of said 
group key; and means for decrypting said group key by use of results obtained by 
processing operations performed based on a part of decryption of said group key and 
said decryption information retrieved from said key distribution server (col. 32, lines 53- 
62; col. 33, lines 1-67; col. 34, lines 1-19). 

Regarding claim 8, Matsuzaki discloses a program for controlling a computer and 
then distributing a key used to decrypt encrypted information, said program making said 
computer have capabilities including: a function of generating a first group key used to 
decrypt said information and encrypting said first group key; a function of generating 
individual decryption information used to perform decryption of said first group key and 
corresponding to subscriber terminals; a function of generating individual key update 
information used to perform a part of decryption of a second group key, said second key 
being updated after a group key is updated, and corresponding to said subscriber 
terminals; and a function of distributing said first group key, said decryption information 
and said key update information to said subscriber terminals via specific communication 
means (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines. 1-19). 
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Regarding claim 9, Matsuzaki discloses the program according to claim 8, 
wherein said function of generating individual decryption information determines which 
subscriber terminals among said subscriber terminals are to be excluded and generates 
said decryption information used by remaining subscriber terminals other than said 
subscriber terminals to be excluded in order to make said remaining subscriber 
terminals able to decrypt said group key (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, 
lines 1-19). 

Regarding, claim 10, Matsuzaki discloses a program for controlling a computer 
and then achieving a specific function, said program making said computer have 
capabilities including: a function of retrieving from a specific key distribution server a 
group key encrypted to decrypt encrypted information and decryption information used 
to decrypt said group key via specific communication means; a function of performing a 
part of decryption of said group key before distribution of said group key; and a function 
of decrypting said group key by use of results obtained by processing operations 
performed based on a part of decryption of said group key and said decryption 
information retrieved from said key distribution server (col. 32, lines 53-62; col. 33, lines 
1-67; col. 34, lines 1-19). 

Regarding claim 11., Matsuzaki discloses a recording medium recording a 
program thereon for controlling a computer and then distributing a key used to decrypt 
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encrypted information, said program being made readable by said computer so as to 
make said computer have capabilities achieved though use of said program, said 
program including: a function of generating a first group key used to decrypt said 
information and encrypting said first group key; a function of generating individual 
decryption information used to perform decryption of said first group key and 
corresponding to subscriber terminals; a function of generating individual key update 
information used to perform a part of decryption of a second group key, said second key 
being updated after a group key is updated, and corresponding to said subscriber 
terminals; and a function of distributing said first group key, said decryption information 
and said key update information to said subscriber terminals via specific communication 
means (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19). 

Regarding claim 12, Matsuzaki discloses a recording medium recording a 
program thereon for controlling a computer and then achieving a specific function, said 
program being made readable by said computer so as to make said computer have 
capabilities achieved though use of said program, said program including: a function of 
retrieving from a specific key distribution server a group key encrypted to decrypt 
encrypted information and decryption information used to decrypt said group key via 
specific communication means; a function of performing a part of decryption of said 
group key before distribution of said group key; and a function of decrypting said group 
key by making use of results obtained by processing Operations performed based on a 
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part of decryption of said group key and said decryption information retrieved from said 
key distribution server (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, lines 1-19). 

Regarding claim 13, Matsuzaki discloses a key sharing method for making a 
specific number of terminals share a key used to decrypt encrypted information, said 
specific number of terminals making use of said information, said method comprising: a 
step of making said specific number of terminals perform a part of decryption of an 
encrypted group key used to decrypt said information before distribution of said group 
key; a step of distributing to said specific number of terminals said group key and 
individual decryption information used to perform a part of remaining decryption other 
than said part of decryption of said group key and .corresponding to said specific 
number of terminals; and a step of making said specific number of terminals perform 
decryption of said group key using said decryption information being distributed and 
results obtained by performing a part of decryption of said group key, said part of 
decryption previously being performed (col. 32, lines 53-62; col. 33, lines 1-67; col. 34, 
lines 1-19). 

Regarding claim 14, Matsuzaki discloses the key sharing method according to 
claim 13, wherein information used to perform said part of decryption is distributed in 
advance of distribution of said group key to said specific number of terminals together 
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with said group key, said group key being in a state before being updated (col. 9, lines 
30-62). 

Conclusion 

5. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

6. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Paul E. Callahan whose telephone number is (571) 272- 
3869. The examiner can normally be reached on M-F from 9 to 5. 

If attempts to reach the examiner by telephone are unsuccessful, the Examiner's 
supervisor, Emmanuel Moise, can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is: (571) 
273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 

/Paul Callahan/ 
March 28, 2008 



/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2137 



